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POSIX Model

Symbolic Engine Modi�cations

���t���6�O�D�P�O�T�U�S�B�J�O�F�E��symbolic data. 
���t�����&�Y�F�D�V�U�J�P�O��forks when a branch in-
volves symbolic values.

 �t���3�F�T�V�M�U�J�O�H��execution tree increases ex-
ponentially with program size - “path ex-

plosion” problem.

���t���1�B�S�B�M�M�F�M���T�Z�N�C�P�M�J�D���F�Y�F�D�V�U�J�P�O���F�O�H�J�O�F����
that runs on commodity clusters.
���t����Worker nodes run independent 
SEEs and are coordinated by a load 
balancer.

���t���8�I�F�O���F�Y�Q�M�P�S�B�U�J�P�O���G�S�P�O�U�J�F�S���C�F�D�P�N�F�T���Q�P�P�S�M�Z���C�B�M�B�O�D�F�E��
across workers,  the load balancer instructs pairs of work-
ers to transfer jobs.

�t���+�P�C�T���B�S�F��encoded as paths from the tree root to the 
nodes, and the destination node “replays” that path.

���t�C�0�V�U�T�J�E�F���U�I�F��symbolic domain (e.g. 
the program under test), the environ-
ment is complex.

���t�C�0�O�F���N�B�Z���i�D�P�O�D�S�F�U�J�[�F�w���D�B�M�M�T���B�O�E��
lose completeness.

���t�C�"���N�P�E�F�M���F�Y�U�F�O�E�T���U�I�F���T�Z�N�C�P�M�J�D��
domain, while simplifying the envi-
ronment behavior. 

Address Spaces
���t�C�6�T�F���D�P�Q�Z���P�O���X�S�J�U�F���	�$�P�8�
���U�P���S�F�V�T�F���N�F�N�P�S�Z���C�F�U�X�F�F�O��
processess, as well as across states.
���t�C�1�V�U���B�E�E�S�F�T�T���T�Q�B�D�F�T���J�O���$�P�8���E�P�N�B�J�O�T�
���U�P���Q�F�S�N�J�U���N�F�N�P�S�Z��
sharing.

Multithreading and Scheduling
���t�C�$�P�P�Q�F�S�B�U�J�W�F���T�D�I�F�E�V�M�F�S���T�J�N�Q�M�J�ö�F�T���N�P�E�F�M���J�N-
plementation.
���t�C�%�F�U�F�S�N�J�O�J�T�U�J�D���	�S�P�V�O�E���S�P�C�J�O�
���P�S���T�Z�N�C�P�M�J�D��
scheduling.
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Scalable Cluster-Based Testing 

 0

 1

 2

 3

 4

 5

 6

 2  4  6  12  24  48

T
im

e 
to

 c
om

pl
et

e
ex

ha
us

tiv
e 

te
st

   
[h

ou
rs

]

Number of workers

Time to exhaustively test memcached
with symbolic packets 
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Index of tested Coreutil (sorted by additional coverage)

Cloud9 code coverage improvements
on the 96 Coreutils (1-worker vs. 12-worker)

���t��Parallel symbolic execution on large clusters of commodity hardware
���t�C�4�V�J�U�B�C�M�F���G�P�S���S�V�O�O�J�O�H���P�O��cloud infrastructures

Real-World Automated Testing

Apache
MemcachedGNU Coreutils

�8�F���V�T�F�E���$�M�P�V�E�����U�P���U�F�T�U���G�S�P�N���T�Z�T�U�F�N���V�U�J�M�J�U�J�F�T���U�P���M�B�S�H�F
networked and distributed systems

Testing Platform API
���t�C�"�O���"�1�*���U�I�B�U���E�F�W�F�M�P�Q�F�S�T���D�B�O���V�T�F���U�P���Q�S�P�E�V�D�F��symbolic test cases and 
�D�P�O�U�S�P�M���U�I�F���C�F�I�B�W�J�P�S���P�G���U�I�F���0�4���F�O�W�J�S�P�O�N�F�O�U��
�������t��Inject symbolic data
�������t��Symbolic packet �ow fragmentation
�������t��Symbolic fault injection
�t�C�$�M�P�V�E�����D�B�O���U�F�T�U���M�B�S�H�F���Q�S�P�H�S�B�N�T���X�J�U�I���D�P�N�Q�M�F�Y���F�O�W�J�S�P�O�N�F�O�U���J�O�U�F�S�B�D-
tions:

char httpData[10];
cloud9_make_symbolic (httpData);
strcat(req, “X-NewExtension: ”);
strcat(req, hData);

ioctl(ssock, SIO_PKT_FRAGMENT, RD);
ioctl(ssock, SIO_FAULT_INJ, RD | WR);

Example: Preparing a symbolic HTTP packet 
to test a header extension.

multithreading

multiple processes
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Find out more about Cloud9 at

To ensure exploration disjointness and completeness, 
each worker’s local tree has 3 kinds of nodes: 
      internal nodes (already explored)
      fence nodes that demarcate the portion being ex-
plored (correspond to nodes explored on other workers)
      candidate nodes, which are nodes ready to be ex-
plored locally.

W1 W2

Symbolic System Calls
�8�F���S�F�Q�M�B�D�F�E���U�I�F���T�U�B�O�E�B�S�E���0�4���T�Z�T�U�F�N���D�B�M�M�T���X�J�U�I���B���T�J�N�Q�M�J-
�ed set of calls into the symbolic execution engine:
���t���D�S�F�B�U�F���E�F�T�U�S�P�Z���U�I�S�F�B�E�T
���t���G�P�S�L���U�F�S�N�J�O�B�U�F���Q�S�P�D�F�T�T�F�T
���t���T�I�B�S�F���N�F�N�S�P�Z���B�D�S�P�T�T���Q�S�P�D�F�T�T�F�T
���t���T�M�F�F�Q���X�B�L�F���V�Q���P�O���X�B�J�U�J�O�H���R�V�F�V�F�T
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