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Abstract

We introduce Re-FUSE, a framework that provides sup-
port for restartable user-level file systems. Re-FUSE mon-
itors the user-level file-system and on a crash transparentl
restarts the file system and restores its state; the restart p
cess is completely transparentto applications. Re-FUSE pr
vides transparent recovery through a combination of novel
techniques, including request tagging, system-call loggi
and non-interruptible system calls. We tested Re-FUSE with
three popular FUSE file systems: NTFS-3g, SSHFS, and
AVFS. Through experimentation, we show that Re-FUSE in-

duces little performance overhead and can tolerate a wide

range of file-system crashes. More critically, Re-FUSE does
so with minimal modification of existing FUSE file systems,
thus improving robustness to crashes without mandating in-
trusive changes.

Categories and Subject Descriptors  D.0O [Softwaré: Gen-
eral—File system Reliability

General Terms Reliability, Fault tolerance, Performance

Keywords FUSE, Restartable, User-level File Systems

1. Introduction

File system deployment remains a significant challenge
to those developing new and interesting file systems de-
signs [Ganger 2010]. Because of their critical role in the
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five years for storage products to “harden” and thus become
ready for real commercial usage [Vahdat 2010].

One reason for this reluctance to adopt new technology
is that unproven software often still has bugs in it, beyond
those that are discovered through testing [Lu 2008]. Such
“heisenbugs” [Gray 1987] often appear only in deployment,
are hard to reproduce, and can lead to system unavailability
in the form of a crash.

File system crashes are harmful for two primary reasons.
First, when a file system crashes, manual intervention is of-
ten required to repair any damage and restart the file sys-
tem; thus, crashed file systems stay down for noticeable
stretches of time and decrease availability dramaticegly,
quiring costly human time to repair. Second, crashes give
users the sense that a file system “does not work” and thus
decrease the chances for adoption.

To address this problem, we introduce Restartable FUSE
(Re-FUSE), a restartable file system layer built as an ex-
tension to the Linux FUSE user-level file system infras-
tructure [Sourceforge 2010a]. Nearly 200 FUSE file sys-
tems have already been implemented [Sourceforge 2010b,
Wikipedia 2010], indicating that the move towards useelev
file systems is significant. In this work, we add a transpar-
ent restart framework around FUSE which hides many file-
system crashes from users; Re-FUSE simply restarts the file
system and user applications continue unharmed.

Restart with Re-FUSE is based on three basic techniques.
The first isrequest taggingwhich differentiates activities

long-term management of data, organizations are sometimeghat are being performed on the behalf of concurrent re-
reluctant to embrace new storage technology even thoughquests; the second system-call loggingwhich carefully

said innovations may address current needs. Similar prob-

lems exist in industry, where venture capitalists are ledth
fund storage startups, as it is well known that it takes thwee
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tracks the system calls issued by a user-level file system
and caches their results; the thirdrisn-interruptible sys-
tem calls which ensures that no user-level file-system thread
is terminated in the midst of a system call. Together, these
three techniques enable Re-FUSE to recover correctly from
a crash of a user-level file system by simply re-issuing the
calls that the FUSE file system was processing when the
crash took place; no user-level application using a usestle
file system will notice the failure, except perhaps for a $mal
drop in performance during the restart. Additional perfor-
mance optimizations, includingage versioningndsocket



buffering are employed to lower the overheads of logging file system in a number of ways. First, programmers no
and recovery mechanisms. longer need to have an in-depth understanding of kernel

We evaluate Re-FUSE with three popular file systems, internals (e.g., memory management, VFS, block devices,
NTFS-3g, SSHFS, and AVFS, which differ in their data- and network layers). Second, programmers need not under-
access mechanisms, on-disk structures, and features. Lesstand how these kernel modules interact with others. Third,
than ten lines of code were added to each of these file sys-programmers can easily debug user-level file systems using
tems to make them restartable, showing that the modifica- standard debugging tools such as gdb [GNU 2010] and val-
tions required to use Re-FUSE are minimal. We tested thesegrind [Nethercote 2007]. All of these improvements com-
file systems with both micro- and macro-benchmarks and bine to allow developers to focus on the features they want
found that performance overhead during normal operation is in a particular file system.
minimal. Moreover, recovery time after a crash is small, on In addition to Linux, FUSE has been developed for
the order of a few hundred milliseconds in our tests. FreeBSD [Creo 2010], Solaris [Open Solaris 2010], and

Overall, we find that Re-FUSE successfully detects and OS X [Google Code 2010] operating systems. Though most
recovers from a wide range of fail-stop and transient failur ~ of our discussion revolves around the Linux version of
By doing so, Re-FUSE increases system availability, as mostFUSE, the issues faced herein are likely applicable to FUSE
crashes no longer make the entire file system unavailablewithin other systems.
for long periods of time. Re-FUSE thus removes one critical .

. : 2.2 Architecture
barrier to the deployment of future file-system technology.

The rest of the paper is Organized as follows. Section 2 To better understand how FUSE file systems are different
gives an overview of FUSE and user-level file systems. Sec- than traditional kernel-level file systems, we begin by giv-
tion 3 discusses the essentials of a restartable user-leveind a bit of background on how kernel-level file-systems are
file system framework. Section 4 presents Re-FUSE, andstructured. In the majority of operating systems, requests
Section 5 describes the three modified FUSE file systems.to file systems from applications begin at the system-call
Section 6 evaluates the robustness and performance of Relayer and eventually are routed to the proper underlying file

FUSE. Section 7 concludes the paper. system through a virtual file system (VFS) layer [Kleiman
1986]. The VFS layer provides a unified interface to imple-
2. FUSE Background ment file systems within the kernel, and thus much common

code can be removed from the file systems themselves and

Before delving into Re-FUSE, we first present background performed instead within the generic VFS code. For exam-
on the original FUSE system. We discuss the rationale for ple, VFS code caches file-system objects, thus greatly im-
such a framework and present its basic architecture. proving performance when objects are accessed frequently.

FUSE consists of two main components: Kexrnel File-
system Modul¢éKFM) and a user-space librafpfuse (see
FUSE was implemented to bridge the gap between featuresFigure 1). The KFM acts as a pseudo file system and queues
that users want in a file system and those offered in kernel- application requestghat arrive through the VFS layer. The
level file systems. Users want simple yet useful features onlibfuse layer exports a simplified file-system interfacettha
top of their favorite kernel-level file systems. Examples of each user-level file system must implement and acts as a
such features are encryption, de-duplication, and aaugssi liaison between user-level file systems and the KFM.
files inside archives. Users also want simplified file-system A typical application request is processed as follows.
interfaces to access systems like databases, web sem@rs, a First, the application issues a system call, which is routed
new web services such as Amazon S3. The simplified file- through VFS to the KFM. The KFM queues this applica-
system interface obviates the need to learn new tools andtion request (e.g., to read a block from a file) and puts the
languages to access data. Such features and interfaces amalling thread to sleep. The user-level file system, through
lacking in many popular kernel-level file systems. the libfuse interface, retrieves the request off of the gueu

Kernel-level file-system developers may not be open to and begins to process it; in doing so, the user-level file sys-
the idea of adding all of the features users want in file tem may issue a number of system calls itself, for example
systems for two reasons. First, adding a new feature re-to read or write the local disk, or to communicate with a
quires a significant amount of development and debugging remote machine via the network. When the request process-
effort [Zadok 2000]. Second, adding a new feature in a ing is complete, the user-level file system passes the result
tightly coupled system (such as a file system) increases theback through libfuse, which places it within a queue, where
complexity of the already-large code base. As a result, de-the KFM can retrieve it. Finally, the KFM copies the re-
velopers are likely only willing to include functionalithat sult into the page cache, wakes the application blocked on
will be useful to the majority of users. the request, and returns the desired data to it. Subsequent

FUSE enables file systems to be developed and deployedaccesses to the same block will be retrieved from the page
at user level and thus simplifies the task of creating a new cache, without involving the FUSE file system.

2.1 Rationale



Norker Threads\fgser level File System 31 Goals
We now present our goals in building a restartable file-
system framework for FUSE. Such a framework should have
the following four properties:

Generic: A gamut of user-level file-systems exist today.
— Th_ese file systems have varieq gnderlying data-access mech-
............................. %’-‘ anisms, features, and reliability guarantees. Ideallg th

framework should enable any user-level file system to be

Client Process

Request data

User

I Vrs 2 made restartable with little or no changes.
_____ e o & Application-Transparent: We believe it is difficult for ap-
Y | Y - - . . .
,,,,,,,,,,,,,,,, M,__:Q prm— plications using a user-level file tsys'gem to handle file-ayst
PR P L Device ' crashes. Expecting every application developer to change
Request Queue | and recompile their code to work with a restartable file-

system framework is likely untenable. Thus, any restaetabl
framework should be completely transparent to application
and hide failures from them.

Lightweight: FUSE already has significant overheads com-
pared to kernel-level file systems. This additional ovethea
is attributed to frequent context switching from user to-ker
nel and back as well as extra data copying [Rajgarhia 2010].
Thus, adding significant overhead on top of already slower

Figure 1. FUSE Framework. The figure presents the FUSE
framework. The user-level file system (in solid white boxa is
server process that uses libfuse to communicate with thaeker
level FUSE Module (KFM). The client process is the applarati
process invoking operations on the file system. File-systquests
are processed in the following way: (1) the application senad
request through the KFM via the VFS layer; (2) the requess get ?
tagged and is put inside the request queue: (3) the usel-diwe flle.-systemslls.not palatable; a restarj[fflble frameworklshou
system worker thread dequeues the request: (4) the workeices strive to minimize or remove any additional overheads.

the request and returns the response:; (5) the response eiattk Consistent: User-level file systems use different underlying

to the queue; (6) finally, the KFM copies the data into the page Systems (such as datal_:)ases, web servers, file systems, e_tc.)
cache before returning it to the application. to access and store their data. Each of these systems provide

different consistency guarantees. The restartable frarew

should function properly with whatever underlying consis-
Unlike kernel file systems, where the calling thread exe- tency mechanisms are in use.

cutes the bulk of the work, FUSE haslacoupledxecution
model, in which the KFM queues application requests and a
separate user-level file system process handles them. As wé.2 The Fault Model

will see in subsequent sections, this decoupled model is use Faylts in a user-level file-system impact availability. Alta
fulin the design of Re-FUSE. In addition, FUSE uses multi- could occur due to developer mistakes, an incomplete imple-
threading to improve concurrency in user-level file systems  mentation (such as missing or improper error handling), or a
Specifically, the libfuse layer allows user-level file-syss  yariety of other reasons. On a fault, a user-level file system
to create worker threads to concurrently process file-syste  pecomes unavailable until it is restarted.
requests; as we will see in subsequent sections, such eoncur e believe that user-level file systems are likely to be
rency will complicate Re-FUSE. less reliable than kernel-level file systems, due to a num-
The caching architecture of FUSE is also of interest. Be- per of factors. First, unlike kernel-level file systems, mos
cause the KFM pretends to be a kernel file system, it must yser-level file systems are written by novice programmers.
create in-memory objects for each user-level file system ob- Second, no common testing infrastructure exists to detect
ject accessed by the application. Doing so improves perfor- problems; as a result, systems are likely not stress-tested
mance greatly, as in the common case, cached requests cagarefully as kernel file systems are before release. Fimadly
be serviced without consulting the user-level file system.  FUSE documentation exists to inform user-level file-system
developers about the errors, corner cases, and failurascen
. ios that a file system should handle.
3. Restartable User-Level File Systems Our goal isyto tolerate a broad class of faults that oc-
In this section, we discuss the essentials of a restartable u  cur due to programming mistakes and transient changes in
level file system framework. We present our goals, and then the environment. Examples of sources of such faults include
discuss both our assumptions of the fault model as well assloppy or missing error handling, temporary resource un-
assumptions we make about typical FUSE file systems. We availability, memory corruption, and memory leaks. Given
conclude by discussing some challenges a restartabletsyste the relative inexperience of the developers of many user-
must overcome, as well as some related approaches. level file systems, it is hard to eliminate such failures.



The subset of these failures we seek to address are those File System Category LOC  Downloads

that are “fail-stop” and transient [Qin 2005, Swift 2004, NTFS-3g block-based 32K N/A
Zhou 2006]. In these cases, when such faults are triggered, ext2fuse block-based 19K 40K
the system crashes quickly, before ill effects such as perma AVFS pass-through 39K 70K
nent data loss can arise; upon retry, the problem is unlikely TagFS pass-through 2K 400
to re-occur. Faulty error-handling code and certain progra SSHFS network-based 4K 93K
ming bugs are thus avoided on restart, as the fault that dause HTTPFS network-based 1K 8K

these errors to manifest does not take place again.

As with many systems, our goal is not to handle faults
caused by basic logic errors and fail-silent bugs. Avoiding Request Splitting: Each request to a user-level file system is
logic errors is critical to the correct operation of the file- eventually translated into one or more system calls. For ex-
system; we believe that such bugs should (and likely would) ample, an application-level write request to a NTFS-3g file-
be detected and eliminated during development. On the othersystem is translated to a sequence of block reads and writes
hand, fail-silent bugs are more problematic, as they do not where NTFS-3g reads in the meta-data and data blocks of
crash the system but silently corrupt the in-memory state the file and writes them back after updating them.
of the file system. Such corruption could slowly propagate Access Through System CallsAny external calls that the
to other components in the system (e.g., the page cache)yser-level file system needs to make are issued through the
recovery from such faults is difficult if not impossible. To  system-call interface. These requests are serviced bgreith
the best of our knowledge, all previous restartable soh#io  the [ocal system (e.g., the disk) or a remote server (e.g., a

make the same fail-stop and transient assumption that weweb server); in either case, system calls are made by the
make [Candea 2004, David 2008, Qin 2005, Sundararamanyser-level file system in order to access such services.

2010, Swift 2003; 2004].

Table 1. Reference Model File Systems.

: ] Output Determinism: For a given request, the user-level
In our failure model, we assume that user-level file- file system always performs the same sequence of opera-

system crashes are due to transient, fa_il-stop faults. WE al tions. Thus, on replay of a particular request, the usestlev
assume that all the other components (i.e., the operat&ig sy fije system outputs the same values as the original invoca-
tem, FUSE itself, and any remote host) work correctly. We 5, [Altekar 2009].

believe it is reasonable to make this assumption as the res
of the components that the user-level file system interacts
with (i.e., kernel components) are more rigorously tested
and used by a larger number of users.

tSynchronous Writes: Both dirty data and meta-data gener-
ated while serving a request are immediately written back
to the underlying system. Unlike kernel-level file systems,
a user-level file system does not buffer writes in memory;
doing so makes a user-level file system stateless, a property
3.3 The User-level File-System Model adhered to by many user-level file systems in order to afford

To design a restartable framework for FUSE, we must first & Simpler implementation. _ _

understand how user-level file systems are commonly im- Our reference model clearly does not describe all possible
plemented: we refer to these assumptions asrefgrence user-level file-system behaviors. The FUSE framework does
modelof a user-level file system. not impose any rules or restrictions on how one should

It is infeasible to examine all FUSE file systems to ob- implement a file system; as a result, it is easy to deviate from
tain the “perfect’ reference model. Thus, to derive a ref- OUr reference model, if one desires. We discuss this issue
erence model, we instead analyze six diverse and popularfurther at the end of Section 4.
file systems. Table 1 presents details on each of the six f|Ie3_4 Challenges
systems we chose to study. NTFS-3g and ext2fuse each are o ]
kernel-like file systems “ported” to user space. AVFS allows FUSE in its current form does not tolerate any file-system
programs to look inside archives (such as tar and gzip) and mistakes. On a user-level fll_e system crash, the kernel slgan
TagFS allows users to organize documents using tags inside/P the resources of the killed file-system process, which
existing file systems. Finally, SSHFS and HTTPFS allow forces FUS_E to abort all new and in-flight requests of t_he
users to mount remote file systems or websites through theuser-level file system and return an error (a “connection

SSH and HTTP protocols, respectively. We now discuss the abort”) to the application process. The application is thus
properties of the reference file-system model. left responsible for handling failures from the user-Iefilel

system. FUSE also prevents any subsequent operations on
the crashed file system until a user manually restarts it. As
a result, the file system remains unavailable to application
during this process. Three main challenges exist in restart
user-level file systems; we now discuss each in detail.

Simple Threading Model: A single worker thread is re-
sponsible for processing a file-system request from start to
finish, and only works on a single request at any given time.
Amongst the reference-model file systems, only NTFS-3g
is single-threaded by default; the rest all operate in multi
threaded mode.



@ @ Lookup 3.5 Existing Solutions

_(® Permissionsy
5@ Create N There has been a great deal of research on restartable sys-
3 tems. Solutions such as CuriOS [David 2008], Rx [Qin
Y > 3T @4_. 2005], and Microreboot [Candea 2004] help restart and re-
Create /.fileA ¢ Host cover application processes from crashes. These solutions

require significant implementation effort to both the filessy
tem and underlying data-access system and also have high
performance overheads. For example, CuriOS heavily in-
struments file-system code to force the file system to store
its state in a separate address space. On restart, Curi®S use
the stored state to rebuild in-memory file-system state, but
does not take care of on-disk consistency.

Solutions that use either roll-back [Hitz 1994] or roll-
forward [Hagmann 1987, Sweeney 1996, Ts’o 2002] do not
work well for user-level file systems. The residual state lef

Figure 2. SSHFS Create Operation.The figure shows a sim-
plified version of SSHFS processing a create request. Thé&um
within the gray circle indicates the sequence of steps SSHFS
forms to complete the operation. The FUSE, application @ss¢
and network components of the OS are not shown for simplicity

Generic Recovery Mechanism:Currently there are hun-
dreds of user-level file systems and most of them do not have

in-built crash-consistency mechanisms. Crash consigtenc : - _ e
by non-idempotent operations coupled with utilization of a

mechanisms such as journaling or snapshotting could help )
restore file-system state after a crash. Adding such mecha.UNderlying data-access system (such as a database) prevent

nisms would require significant implementation effort, not proger recol_very us;(ng these t%chnlqugs. J 2010
only for user-level file-systems but also to the underlying ur earlier work on Membrane [Sundararaman 2010]

data-management system. Thus, any recovery mechanisn?hows how to restart kernel-level file systems. However, the
should not depend upon the user-level file system itself in techniques developed therein are highly tailored to the in-
order to perform recovery. kernel environment and have no applicability to the FUSE

Synchronized State:Even if a user-level file system has context. Thus, a new FUSE-specific approach is warranted.

some in-built crash-consistency mechanism, leveragioly su ) )

a mechanism could still lead to a disconnect between ap-4- Re-FUSE: Design and Implementation
plication perceived file-system state and the state of the re Re-FUSE is designed to transparently restart the affected
covered file system. This discrepancy arises because crashuser-level file system upon a crash, while applications and
consistency mechanisms group file-system operations into athe rest of the operating system continue to operate noymall
single transaction and periodically commit them to the disk In this section, we first present an overview of our approach.
they are designed only for power failures and not for soft We then discuss how Re-FUSE anticipates, detects, and re-
crashes. Hence, on restart, a crash-consistency mechanisroovers from faults. We conclude with a discussion of how
only ensures that the file system is restored back to the lastRe-FUSE leverages many existing aspects of FUSE to make
known consistent state, which results in a loss of updatesrecovery simpler, and some limitations of our approach.

that occurred between the last checkpoint and the crash. As

applications are not killed on a user-level file-systemleyas 4.1 Overview

the file-system state recovered after a crash may not be theThe main challenge for Re-FUSE is to restart the user-level
same as that perceived by applications. Thus, any recoverfile system without losing any updates, while also ensuring
mechanism must ensure that the file system and applicationthe restart activity is both lightweight and transpareriie F
eventually realize the same view of file system state. systems arestatefu) and as a result, both in-memory and
Residual State:The non-idempotent nature of system calls on-disk state needs to be carefully restored after a crash.
in user-level file systems can learesidual stateon a crash. Three types of work must be done by the system to ensure
This residual state prevents file systems from recreatiag th correctrecovery. Firstianticipation which is the additional
state of partially-completed operations. Both undo or redo work that must be done during the normal operation of a file
of partially completed operations through the user-level fi  system to prepare the file system for a failure. The second is
system thus may not work in certain situations. The create detection which notices a problem has occurred. The third
operation in SSHFS is a good example of such an operation.componentrecovery is the additional work performed after
Figure 2 shows the sequence of steps performed by SSHFSa failure is detected to restore the file system back to itg-ful
during a create request. SSHFS can crash either before fileoperational mode.

create (Step 4) or before it returns the result to the FUSE  Unlike existing solutions, Re-FUSE takes a different ap-
module (Step 5). Undo would incorrectly delete a file if it proach to restoring the consistency of a user-level fileesyst
was already present at the remote host if the crash happeneafter a file-system crash. After a crash, most existing syste
before Step 4; redo would incorrectly return an error to the rollback their state to a previous checkpoint and attempt to
application if it crashed before Step 5. Thus any recovery restore the state by re-executing operations from the begin
mechanism must properly handle residual state. ning [Candea 2004, Qin 2005, Sundararaman 2010]. In con-



trast, Re-FUSE does not attempt to rollback to a consistent

state, but rather continues forward from the inconsistetés urs (D

towards a new consistent state. Re-FUSE does so by allow- {Ry | al | ry

ing partially-completed requests to continue executiogir [ Efuse | S| | se .

where they were stopped at the time of the crash. This action . - z

has the same effect as taking a snapshot of the user-level file S S R

system (including on-going operations) just before theltra ©) (@

and resuming from the snapshot during the recovery. ® System call Interface 3
<

Most of the complexity and novelty in Re-FUSE comes
in the fault anticipation component of the system. We now
discuss this piece in greater detail, before presenting the

K-FUSE

Pseudo File System »
(KFM)

Request Queue

more standard detection and recovery protocols. ReqID Seq# Type Params Return
@[r [ [ s ] - [ -]
4.2 Fault Anticipation @R [2]s] - -]

.. . Syscall Request - Response Table
In anticipation of faults, Re-FUSE must perform a number Y a P

of activities in order to ensure it can properly recover once
the said fault arises. Specifically, Re-FUSE must track the
progress of application-level file-system requests in orole
continue executing them from their last state once a crash
occurs. The inconsistency in file-system state is caused by
partially-completed operations at the time of the crashltfa
anticipation must do enough work during normal operation
in order to help the file system move to a consistent state
during recovery.

To create light-weight continuous snapshots of a user-

level file system, Re-FUSE fault anticipation uses three dif and logs the input parameters along with the return valud:tt@

fer_ent techr_uques: request tagging, system-call Io_gg_ g .. KFM, upon receiving the response from the user-level filtegys
uninterruptible system calls. Re-FUSE also optimizes its : .
for a request, deletes its entries from the log.

performance through page versioning. We now discuss each
of these in detail.

Figure 3. Request Tagging and System-call Logginghe
figure shows how Re-FUSE tracks the progress of individu fil
system request. When KFM queues dpplication requestéde-
noted by R with a subscript). Re-FUSE tracks the progresheof t
request in the following way: (1) the request identifier enspar-
ently attached to the task structure of the worker threadatlib-
fuse layer; (2) the user-level file system worker threadgssne or
more system calls (denoted by S with a subscript) while gsing
the request; (3 and 4) Re-FUSE (at the system call interfafes)-
tifies these calls through the request ID in the caller’s tstskcture

) user-level file system from other processes in the operating

4.2.1 Request Tagging system. Figure 3 presents these steps in more detail.
Tracking the progress of each file-system request is difficul )
in the current FUSE implementation. The decoupled execu- 4-2-2  System-Call Logging
tion model of FUSE combined with request splitting at the Re-FUSE checkpoints the progress of individual applicatio
user-level file system makes it hard for Re-FUSE to correlate requests inside the user-level file system by logging the
an application request with the system calls performed by a system calls that the user-level file system makes in the
user-level file system to service said application request.  context of the request. On a restart, when the request is re-

Request taggingnables Re-FUSE to correlate applica- executed by the user-level file system, Re-FUSE returns the
tion requests with the system calls that each user-level file results from recorded state to mimic its execution.
system makes on behalf of the request. As the name sug- The logged state contains the type, input arguments, and
gests, request tagging transparently adds a request I2 to th the response (return value and data), along with a request
task structure of the file-system process (i.e., workeratlye 1D, and is stored in a hash table called gyscall request-
that services it. response tableThis hash table is indexed by the ID of the

Re-FUSE instruments the libfuse layer to automatically application request. Figure 3 shows how system-call laggin
set the ID of the application request in the task structure of takes place during regular operations.
the file-system thread whenever it receives arequestfremth ~ Re-FUSE maintains the number of system calls that a
KFM. Re-FUSE adds an additional attribute to the task struc- file-system process makes to differentiate between uset-le
ture to store the request ID. Any system call that the thread file-system requests to the same system call with identi-
issues on behalf of the request thus has the ID in its taskcal parameters. For example, on a create request, NTFS-
structure. On a system call, Re-FUSE inspects the tagged re3g reads the same meta-data block multiple times between
qguest ID in the task structure of the process to correlate theother read and write operations. Without a sequence num-
system call with the original application request. Re-FUSE ber, it would be difficult to identify its corresponding entr
also uses the tagged request ID in the task structure of thein the syscall request-response table. Additionally, the s
file-system process to differentiate system calls made &y th quence number also serves as a sanity check to verify that



the system calls happen in the same order during replay. Re-4.2.4 Performance Optimizations

FUSE removes the entries of the a_lppllcanon request from Logging responses of read operations has high overheads in
the hash table when the user-level file system returns the re-o s of both time and space as we also need to log the data
sponse to the KFM. returned with each read request. To reduce these overheads,

instead of storing the data as part of the log records, Re-
4.2.3 Non-interruptible System Calls FUSE implementpage versioningwhich can greatly im-
prove performance. Re-FUSE first tracks the pages accessed
(and also returned) during each read request and then marks
them as copy-on-write. The operating system automatically
creates a new version whenever a subsequent request modi-
fies the previously-marked page. The copy-on-write flag on
the marked pages is removed when the response is returned
back from the user-level file system to the KFM layer. Once
the response is returned back, the file-system request is re-
moved from the request queue at the KFM layer and need
not be replayed back after a crash.

Page versioning does not work for network-based file sys-
tems, which use socket buffers to send and receive data. To
reduce the overheads of logging read operations, Re-FUSE
also caches the socket buffers of the file-system requests un
til the request completes.

The threading model in Linux prevents this basic logging
approach from working correctly. Specifically, the thread-
ing model in Linux forces all threads of a process to be
killed when one of the thread terminates (or crashes) due
to a bug. Moreover, the other threads are killed independent
of whether they are executing in user or kernel mode. Our
logging approach only works if the system call issued by
the user-level file system finishes completely, as a paytiall
completed system call could leave some residual state in-
side the kernel, thus preventing correct replay of in-flight
requests.

To remedy this problem, Re-FUSE introduces the no-
tion of non-interruptible system callsSuch a system call
provides the guarantee that if a system call starts execut-
ing a request, it continues until its completion. Of course,
the system call can still complete by returning an error, but
the worker thread executing the system call cannot be killed _ _
prematurely when one of its sibling threads is killed within Re-FUSE detects faults in a user-level file-system through
the user-level file-system. In other words, by using non- file-system crashes. As discussed earlier, Re-FUSE only
interruptible system calls, Re-FUSE allows a user-levet fil handles faults that are both transient and fail-stop. énlik
system thread to continue to execute a system call to COm_k_ernel-level_fiIe_systems, detection of faults in a useelev
pletion even when another file-system thread is terminated file system is simple. The faults Re-FUSE attempts to re-
due to a crash. cover crash the file-system as soon as they are triggered (see

Re-FUSE implements non-interruptible system calls by Section 3.2). Re-FUSE in§pects the return value gnd the.sig-
changing the default termination behavior of a thread group Nal attached to the killed file-system process to diffesati
in Linux. Specifically, Re-FUSE modifies the termination Petween regular termination and a crash.
behavior in the following way: when a thread abruptly ter-  Re-FUSE currently only implements a lightweight fault-
minates, Re-FUSE allows other threads in the group to com- detection mechanism. Fault detection can be further hard-
plete whatever system call they are processing until they ar €ned in user-level file systems by applying techniques used
about to return the status (and data) to the user. Re-FUSEIN other systems [Cowan 1998, Necula 2005, Zhou 2006].
then terminates said threads after logging their respditses ~ SUch techniques can help to automatically add checks (by
cluding the data) to the syscall request-response table. code or binary mstr_umentatlon) to crash file systems more

Re-FUSE eagerly copies input parameters to ensure thatuickly when certain types of bugs are encountered (e.g.,
the crashed process does not infect the kernel. Lazy copy-0ut-of-bounds memory accesses).
ing of input parameters to a system call in Linux could po-
tentially corrupt the kernel state as non-interruptibls-sy
tem calls allow other threads to continue accessing the pro-The recovery subsystem is responsible for restarting and
cess state. Re-FUSE prevents access to corrupt input argurestoring the state of the crashed user-level file system. To
ments by eagerly copying in parameters from the user buffer restore the in-memory state of the crashed user-level file
into the kernel and also by skippirgpPY_FROM_USERaNd system, Re-FUSE leverages the information about the file-
COPY_TO_USER functions after a crash. It is important to system state available through the KFM. Recovery after a
note that the process state is never accessed within a syserash mainly consists of the following steps: cleanup, re-
tem call except for copying arguments from the user to the initialize, restore the in-memory state of the user-level fi
kernel at the beginning. Moreover, non-interruptible syst ~ system, and re-execute the in-flight file-system requests at
calls are enforced only for user-level file system processesthe time of the crash. The decoupled execution model in
(i.e., only for processes that have a FUSE request ID set inthe FUSE preserves application state on a crash. Hence,
their task structure). As a result, other application psses application state need not be restored. We now explain the
remain unaffected by non-interruptible system calls. steps in the recovery process in detail.

4.3 Fault Detection

4.4 Fault Recovery



The operating system automatically cleans up the re- is killed and other components such as FUSE, the operating
sources used by a user-level file system on a crash. The filesystem, local file system, and even a remote host are not
system is run as a normal process with no special privilegescorrupted and continue to work normally.
by the FUSE. On a crash, like other killed user-level pro- Second, the decoupled execution model blocks the appli-
cesses, the operating system cleans up the resources of theation issuing the file-system request at the kernel level, (i
file system, obviating the need for explicit state clean up.  inside KFM) and a separate file-system process executes the

Re-FUSE holds an extra reference on the FUSE devicerequest on behalf of the application. On a crash, the decou-
file object owned by the crashed process. This file object pled execution model preserves application state and also
is the gateway to the request queue that was being handlegrovides a copy of file-system requests that are being ser-
by the crashed process and KFM'’s view of the file system. viced by the user-level file system.

Instead of doing a new mount operation, the file-system  Third, requests from applications to a user-level file sys-

process sends a restart message to the KFM to attach itselfem are routed through the VFS layer. As a result, the VFS
to the old instance of the file system in KFM. This action layer creates an equivalent copy of the in-memory state of
also informs the KFM to initiate the recovery process for the the file system inside the kernel. Any access (such as a
particular file system. lookup) to the user-level file system using the in-kernelcop

The in-memory file-system state required to execute file- recreates the corresponding in-memory object.
system requests is restored using the state cached ingide th  Finally, application requests propagated from KFM to a
kernel (i.e., the VFS layer). Re-FUSE then exploits the fol- user-level file system are always idempotent (i.e., thimide
lowing property: an access on a user-level file-system ob- potency is enforced by the FUSE interface). The KFM layer
ject through the KFM layer recreates it. Re-FUSE performs ensures idempotency of operations by changing all relative
a lookup for each of the object cached in the VFS layer, arguments from the application to absolute arguments be-
which recreates the corresponding user-level file-system o fore forwarding it to the user-level file system. The idempo-
jectin memory. Re-FUSE also uses the information returned tent requests from the KFM allow requests to be re-executed
in each call to point the cached VFS objects to the newly cre- without any side effects. For example, the read system call
ated file-system object. It is important to note that lookups does not take the file offset as an argument and uses the cur-
do not recreate all file-system objects but only those reguir  rent file offset of the requesting process; the KFM converts
to re-execute both in-flight and new requests. To speed up re-this relative offset to an absolute offset (i.e., an offsenf
covery, Re-FUSE looks up file-system objects lazily. beginning of the file) during a read request.

Finally, Re-FUSE restores the on-disk consistency of the
user-level file-system by re-executing in-flight reque3ts.
re-execute the crashed file-system requests, a copy of eacPur approach is obviously not without limitations. Firsteo
request that is available in the KFM layer is put back on Of the assumptions that Re-FUSE makes for handling non-
the request queue for the restarted file system. For eachidempotency is that operations execute in the same sequence
replayed request, the FUSE request ID, sequence number ofVery time during replay. If file systems have some internal
the external call, and input arguments are matched with the nNon-determinism, additional support would be requiredfro
entry in the syscall request-response table and if theytmatc the remote (or host) system to undo the partially-completed
correctly, the cached results are returned to the uset-leve operations of the file system. For example, consider block al
file system. If the previously encountered fault is trangien location inside a file system. The block allocation process i
the user-level file system successfully executes the retues ~ deterministic in most file systems today; however, if the file
completion and returns the results to the waiting applicati ~ system randomly picked a block during allocation, the ar-

On an error during recovery, Re-FUSE falls back to the guments to the subsequent replay operations (i.e., thé&bloc
default FUSE behavior, which is to crash the user-level file humber of the bitmap block) would change and thus could
system and wait for the user to manually restart the file sys- potentially leave the file system in an inconsistent state.
tem. An error could be due to a non-transient fault ora mis- ~ Re-FUSE does not currently support all 1/O interfaces.
match in one or more input arguments in the replayed systemFor example, file systems cannot use mmap to write back
call (i.e., violating our assumptions about the refereriee fi ~ data to the underlying system as updates to mapped files are
system model). Before giving up on recovering the file sys- not immediately visible through the system-call interface

tem, Re-FUSE dumps useful debugging information about Similarly, page versioning does not work in direct-1/0 mpde
the error for the file-system developer. Re-FUSE needs the data to be cached within the page cache.

. Multi-threading can also limit the applicability of Re-
4.5 Leveraging FUSE FUSE. For example, multi-threading in block-based file sys-
The design of FUSE simplifies the recovery process in a tems could lead to race conditions during replay of in-flight
user-level file system for the following four reasons. First requests and hence data loss after recovery. Differeradare
in FUSE, the file-system is run as a stand-alone user-leveling models could also involve multiple threads to handle a
process. On a file-system crash, only the file-system processsingle request. For such systems, the FUSE request ID needs

4.6 Limitations



Component  Original Added Modified 5. Re-FUSE File Systems
libfuse 9K 250 8 Re-FUSE is not entirely transparent to user-level file sys-

KFM 4K 750 10 tems. We briefly describe the minor changes required in the
Total 13K 1K 18 three file systems employed in this work.

FUSE Changes )

NTFS-3g: NTFS-3g reads a few key metadata pages into

Component Original Added Modified memory during initialization, just after the creation ofth
VES 37K 3K 0 file system, and uses these cached pages to handle subse-
MM 28K 250 1 guent requests. However, any changes to these key metadata
NET 16K 60 0 pages are immediately written back to disk while processing
Total 81K 33K 1 requests. On a restart of the file-system process, NTFS-3g

would again perform the same initialization process. How-
ever, if we allow the process to read the current version of
Table 2. Implementation Effort. The table presents the code the metadata pages, it could potentially access inconsiste
changes required to transform FUSE and Linux 2.6.18 intarthe  data and may thus fail. To avoid this situation, we return the
restartable counterparts. oldest version of the metadata page on restart, as the oldest
version points to the version that existed before the hagdli

of a particular request (note that NTFS-3g operates insing|
threaded mode).

Kernel Changes

to be explicitly transferred between the (worker) threagls s

that the operating system can identify the FUSE request ID _ .
for which the corresponding system call is issued. AVFS: To make AVFS work with Re-FUSE, we simply

The file systems in our reference model do not cache dataincrement the reference count of open files and cache the file
in user space, but user-level file systems certainly could do descriptor so that we can return the same file handle when it
so to improve performance (e.g., to reduce the disk or net- iS reopened again after a restart.

work traffic). For such systems, the assumption about the SSHFS: To make SSHFS work correctly with Re-FUSE,
completion of requests (by the time the response is writ- e made the following changes to SSHFS. SSHFS internally
ten back) would be broken and result in lost updates after generates its own request IDs to match the responses from
a restart. One solution to handle this issue is to add a com-the remote host with waiting requests. The request IDs are
mit protocol to the request-handling logic, where in addi- stored inside SSHFS and are lost on a crash. After restart, on
tion to sending a response message back, the user-level filgep|ay of an in-flight request, SSHFS generates new request
system should also issue a commit message after the writeps which could be different than the old ones. In order to
request is completed. Requests in the KFM could be safely match new request IDs with the old ones, Re-FUSE uses
thrown away from the request queue only after a commit the FUSE request ID tagged in the worker thread along
message is received from the user-level file system. In theyith the sequence number. Once requests are matched, Re-
event of a crash, all cached requests for which the commit FysE correctly returns the cached response. Also, to mask
message has not been received will be replayed to restorene SSHFES crash from the remote server, Re-FUSE holds an
file-system state. For multi-threaded file systems, Re-FUSE gxtra reference count on the network socket, and re-atsache
would also need to maintain the execution order of requestsi; tg the new process that is created. Without this actionnup

to ensure correct replay. Moreover, if a user-level filesyst 3 restart, SSHFS would start a new session, and the cached

internally maintains a special cache (for some reason), for fjle handle would not be valid in the new session.
correct recovery, the file system would need to to explicitly

synchronize the contents of the cache with Re-FUSE. 6. Evaluation

We now evaluate Re-FUSE in the following three categories:
generality, robustness, and performance. Generalityshelp
Our Re-FUSE prototype is implemented in Linux 2.6.18 demonstrate that our solution can be easily applied to other
and FUSE 2.7.4. Table 2 shows the code changes done irfile systems with little or no change. Robustness helps show
both FUSE and the kernel proper. For Re-FUSE, around the correctness of Re-FUSE. Performance results help us
3300 and 1000 lines of code were added to the Linux ker- analyze the overheads during regular operations and during
nel and FUSE, respectively. The code changes in libfuse a crash to see if they are acceptable.

include request tagging, fault detection, and state rastor All experiments were performed on a machine with a 2.2
tion; changes in KFM center around support for recovery. GHz Opteron processor, two 80GB WDC disks, and 2GB of
The code changes in the VFS layer correspond to the sup-memory running Linux 2.6.18. We evaluated Re-FUSE with
port for system-call logging, and modifications in the MM FUSE (2.7.4) using NTFS-3g (2009.4.4), AVFS (0.9.8), and
and NET modules correspond to page versioning and socket-SSHFS (2.2) file systems. For SSHFS, we use public-key
buffer caching respectively. authentication to avoid typing the password on restart.

4.7 Implementation Statistics



File System  Original  Added  Modified as the user-visible metrics of interest. Application siate

NTFS-3g 32K 10 1 dicates how a fault affects the execution of the application
AVFS 39K 4 1 that uses the user-level file system. File-system consigten
SSHFS 4K 3 2 indicates if a potential data loss could occur as a result of a

fault. File-system state indicates if a file system can coi

servicing subsequent requests after a fault.

AVFS and SSHFS  1apje 4 summarizes the results of our fault-injection ex-
periments. The caption explains how to interpret the data in
the table. We now discuss the major observations and the
conclusions of our fault-injection experiments.

To show Re-FUSE can be used by many user-level file sys-  Fjrst we analyze the vanilla versions of the file systems

tems, we chose NTFS-3g, AVFS, and SSHFS. These file jynning on vanilla FUSE and a vanilla Linux kernel. The re-

systems are different in their underlying data access mech-gyts are shown in the leftmost result column in Table 4. We
anism, reliability guarantees, features, and usage. Table gpserve that the vanilla versions of user-level file systems
shows the code changes required in each of these file sysyng FUSE do a poor job in hiding failures from applications.
tems to work with Re-FUSE. In all experiments, the user-level file system is unusable af
From the table, we can see that file-system specific ter the fault; as a result, applications have to prematurely
changes required to work with Re-FUSE are minimal. To terminate their requests after receiving an error (a “saftw
each user-level file system, we have added less than 10 lineg5,sed connection abort”) from FUSE. Moreover, in 40% of
of code, and modified a few more. Some of these lines were the cases, crashes lead to inconsistent file system state.
added to daemonize the file system and to restart the pro-  second, we analyze the usefulness of fault-detection and
cess in the event of a crash. A few further lines were added simple restart at the KFMithoutany explicit support from

or modified to make recovery work properly, as discussed the operating system. The second result column (denoted

previously in Section 5. by Restart) of Table 4 shows the result. We observe that a

simple restart of the user-level file system and replay of in-

flight requests at the KFM layer ensures that the application

To analyze the robustness of Re-FUSE, we use fault injec- completes the failed operation in the majority of the cases

tion. We employ both controlled and random fault-injection (around 60%). It still cannot, however, re-execute a signif

to show the |nab|l|ty of current user-level file SyStemS tb to icant amount (around 40%) of partia”y_comp'eted Opera_
erate faults and how Re-FUSE helps them. tions due to the non-idempotent nature of the particular file

The injeCted faults are fail-stop and transient. Thesddaul system operation' Moreover, an error is Wrong]y returned to
try to mimic some of the possible crash scenarios in user- the application and the crashes leave the file system in an
level file systems. We first run the fault injection experi®en  inconsistent state.

on a vanilla user-level file system running over FUSE and Finally, we analyze the usefulness of Re-FUSE that in-

then compare the results by repeating them over the adapteqt|ydes restarting the crashed user-level file system, yeqga

user-level file system running over Re-FUSE both with and |n_f||ght requests, and has support from the operating sys-
without kernel modifications. The eXperimentS without the tem for re_executing non_idempotent operations (|ethﬂ|
kernel modifications are denoted Bestartand those with support described in Section 4). The results of the experi-
the kernel changes are denoted Rg-FUSE We include  ments are shown in the rightmost column of Table 4. From
the restart column to show that, without the kernel Support, the tab|e, we can see that all faults are handled proper.ly, ap
simple restart and replay of in-flight operations does not piications successfully complete the operation, and tlee fil
work well for FUSE. system is always left in a consistent state.

Table 3. Implementation Complexity.The table presents the
code changes required to transform NTFS-3g,
into their restartable counterparts.

6.1 Generality

6.2 Robustness

6.2.1 Controlled Fault Injection

We employ controlled fault injection to understand how
user-level file systems react to failures. In these experi- In order to stress the robustness of our system, we use ran-
ments, we exercise different file-system code paths (e.g.,dom fault injection. In the random fault-injection experi-
create(), mkdir (), etc.) and crash the file system by in- ments, we arbitrarily crash the user-level file system durin
jecting transient faults (such as a null-pointer derefee2im different workloads and observe the user-visible restilie
these code paths. We performed a total of 60 fault-injection sort, Postmark, and OpenSSH macro-benchmarks are used
experiments for all three file systems; we present the user-as workloads for these experiments; each is describeddfurth
visible results. below. We perform the experiments on the vanilla versions

User-visible results help analyze the impact of a fault both of the user-level file systems, FUSE and Linux kernel, and
at the application and the file-system level. We chomge on the adapted versions of the user-level file systems that ru
plication state file-system consistencgndfile-system state  with Re-FUSE.

6.2.2 Random Fault Injection



NTFS-3g File System Injected Faults Sort OpenSSH Postmark
Regular Re(s\tart Re-(\Fuse + Re-FUSE (Survived)  (Survived)  (Survived)
= = = NTFS-3g 100 100 100 100
% 2% % 2% % 2% SSHFS 100 100 100 100
S EE|8 8|8 ¢S ¢ AVFS 100 100 100 100
3292|390 2|35 Q2
Operation NTFS._fn § L § L@ § L@ Table 5. Random Fault Injection. The table shows the af-
create fusecreate X x x| ex v vV fect of randomly injected crashes on the three file systems su
mkdir fusecreate x x x| ex V|V ported with Re-FUSE. The second column refers to the total-nu
symlink  fusecreate X X x| e x|V ber of random (in terms of the crash point in the code) crashes
Irlgrlfame “ﬂrljk i i i : i y y y & injected into the file system during the span of time it isisgra
open fuseopen X Vx| VvVvVIVAYY macro-benchmark. The crashes are injected by sending gimalsi
feagd_ IUSHeagd_ X Vx| VIV SIGSEGYV to the file system process periodically. The rigigtm
Ilzg:dlil;rk fﬂggg:dlirl\rk i \\; i y y y y y \\; three columns indicate the number of survived crashes byethe
write fusewrite X X X | v X V|V inforced file systems during each macro-benchmark. We dmnot
‘rjnqlc"?rk i?me;gfsync i i i 2 i y yy \\f clude the results of the experiments on the vanilla versidtisese
truncate  fuseruncate | x x x | v/ X | vV vV V file systems in the table; those file systems remain unuséiele a
utime inodesync VAR \/S S\|/_| F\S/ NVARVARYS the first crash even though we inject the crash at varied fiviets
. | during the workload.
SSHFSfn Regular Restart Re-FUSE
create opecommon| x / x| e / V|V VvV V
mkdir mkdir X v xleVvvIivyvAyv
symlink symlink e
ré’name r):ename X \\; x| e \\f \\f \\f \\f \\f We use three commonly-used macro-benchmarks to help
Opedn Opemorgmon X Vx| VVVIVAVAV analyze file-system robustness (and later, performance).
onddir  getdir o \\f o y y y y y \\f Specifically, we utilize the sort utility, Postmark [Katche
readlink  readlink XV x| VvV 1997], and OpenSSH [Sourceforge 2010c]. The sort bench-
wrie - wrle X \\; <1 y y y y \\; mark represents data-manipulation workloads, Postmark
rmdir rmdir xvx|levv|iviyy represents 1/O-intensive workloads, and OpenSSH repre-
tfrt]ln%ge trrl]JnC?jte X Vx| VVVIVAVA sents user-desktop workloads.
st getatr o & o y y y y y & Table 5 presents the result of our study. From the table,
AVFS Re-FUSE ensures that the application continues executing
AVFS_fn Regular | Restart | Re-FUSE through the failures, thus making progress. We also found
create mknod X x x| e x| v that a vanilla user-level file system with no support for taul
mkdir mkdir x x x| e x|V handling cannot tolerate crashes (not shown in the table).
Is_ylr(nlink l,Sykm"ﬂk X X x| ex ViV In summary, both from controlled and random fault injec-
orame rename ORNONNO Do y y y \\f tion experiments, we clearly see the usefulness of Re-FUSE
open open XV x| VvV in recovering from user-level file system crashes. In a stan-
;gggdir ;Zzgdir X \\; x y y y y y \\; dard environment, a user-level file system is always unesabl
readlink  readlink x Vx| VvVvVIVVV after the crash and applications using the user-level file sy
write write R EEVAR VAN IRVARVARV tem are killed. Moreover, in many cases, the file system is
‘rjr?]'é?rk fgg?rk SRR B y y y $ also left in an inconsistent state. In contrast, Re-FUSBEnup
truncate  truncate X X x| v xVI|IVvAVAY detecting a user-level file system crash, transparentigintss
gg{“)d gggg? x $ X y y y y y $ the crashed user-level file system and restores it to a consis

tent and usable state. It is important to understand that eve
Table 4. Fault Study. The table shows the affect of fault in-  though Re-FUSE recovers cleanly from both controlled and
jections on the behavior of NTFS-3g, SSHFS and AVFS, respec-random faults, it is still limited in its applicability (i.eRe-

tively. Each row presents the results of a single experinzent the FUSE only works for faults that are both fail-stop and tran-

columns show (in left-to-right order) the intended opesatithe sient and for file systems that strictly adhere to the refegen
file system function that was fault injected, how it affec¢terlap- file-system model described in Section 3.3).

plication, whether the file system was consistent afterahk, fand
whether the file system was usable for other operations.ovari
symbols are used to condense the presentation. For apioliche- 6.3 Performance
havior, “,/": application observed successful completion of the ofiera
“ x": application received the error “software caused conniect abort”;
“e": application incorrectly received an error.

Though fault-tolerance is our primary goal, we also evalu-
ate the performance of Re-FUSE in the context of regular
operations and recovery time.



ntfs ntfs+ overhead| sshfs sshfs+ Overhead| avfs avfs+ Overhead
Benchmark Re-FUSE % Re-FUSE % Re-FUSE %
Sequential read 9.2 9.2 0.0 91.8 91.9 0.1 17.1 17.2 0.6
Sequential write] 13.1 14.2 8.4 519.7 519.8 0.0 17.9 17.9 0.0
Random read 150.5 150.5 0.0 58.6 59.5 1.5 154.4 154.4 0.0
Random write 11.3 12.4 9.7 90.4 90.8 0.4 53.2 53.7 0.9
Create 20.6 23.2 12.6 | 485.7 485.8 0.0 17.1 17.2 0.6
Delete 1.4 1.4 0.0 2.9 3.0 3.4 1.6 1.6 0.0

Table 6. Microbenchmarks. This table compares the execution time (in seconds) foouarbenchmarks for restartable versions of
ntfs-3g, sshfs, avfs (on Re-FUSE) against their regulasives on the unmodified kernel. Sequential reads/writed(® at a time to a
1-GB file. Random reads/writes are 4 KB at a time to 100 MB of3Blfile. Create/delete copies/removes 1000 files each of&IBato/from
the file system respectively. All workloads use a cold fitkesy cache.

ntfs ntfs+ Overhead| sshfs sshfs+ Overhead| avfs avfs+ Overhead
Benchmark Re-FUSE % Re-FUSE % Re-FUSE %
Sort 133.5 134.2 0.5 145.0 145.2 0.1 129.0 130.3 1.0
OpenSSH| 32.5 325 0.0 55.8 56.4 1.1 28.9 29.3 1.4
PostMark | 112.0 113.0 0.9 5683 5689 0.1 141.0 143.0 1.4

Table 7. Macrobenchmarks.The table presents the performance (in seconds) of ditfés@mchmarks running on both standard and
restartable versions of ntfs-3g, sshfs, and avfs. The sorthlimark (CPU intensive) sorts roughly 100MB of text usiegcommand-line sort
utility. For the OpenSSH benchmark (CPU+I/O intensive) measure the time to copy, untar, configure, and make the (3¢4%51 source
code. PostMark (I/0 intensive) parameters are: 3000 filezets4KB to 4MB), 60000 transactions, and 50/50 read/appetcreate/delete
biases.

6.3.1 Regular Operations Vanilla Re-FUSE

We now evaluate the performance of Re-FUSE. Specifically, Total Total Restart

we measure the overhead of our system during regular op- File System Time(s) Time(s) Time (ms)

erations and also during user-level file system crasheseto se NTFS-3g 1335 13445 65.54

if a user-level file system running on Re-FUSE has accept- SSHFS 1450 145.4 255.8

able overheads. We use both micro- and macro-benchmarks AVFS 129.0 130.7 6.0

to evaluate the overheads during regular operation. Table 8. Restart Time in Re-FUSE.The table shows the

Micro-benchmarks help analyze file-system performance
for frequently performed operations in isolation. We use Se  gyqtems. The benchmark used is sort and the restart is teidge
guential read/write, random read/write, create, and delet approximately mid-way through the benchmark.
operations as our micro benchmarks. These operations ex- )
ercise the most frequently accessed code paths in file sys8-3-2 Recovery Time
tems. The caption in Table 6 describes our micro-benchmarkWe now measure the overhead of recovery time in Re-FUSE.
configuration in more detail. We also use the previously- Recovery time is the time Re-FUSE takes to restart and re-
described macro-benchmarks sort, Postmark, and OpenSSHstore the state of the crashed user-level file system. To mea-
the caption in Table 7 describes the exact configuration pa- sure the recovery-time overhead, we ran the sort benchmark
rameters for our experiments. for ten times and crashed the file system half-way through

Table 6 and Table 7 show the results of micro- and macro- each run. Sort is a good benchmark for testing recovery as
benchmarks respectively. From the tables, we can see that foit makes many 1/0O system calls and both reads and updates
both micro- and macro-benchmarks, Re-FUSE has minimal file-system state.
overhead, often less than 3%. The overheads are small dueto Table 8 shows the elapsed time and the average time Re-
in-memory logging and our optimization through page ver- FUSE spent in restoring the crashed user-level file system
sioning (or socket buffer caching in the context of SSHFS). state. The restoration process includes restart of the user
These results show that the additional reliability Re-FUSE level file-system process and restoring its in-memory state
achieves comes with negligible overhead for common file- From the table, we can see that the restart time is in the order
system workloads, thus removing one important barrier of of a few milliseconds. The application also does not see any
adoption for Re-FUSE. observable increase in its execution time due to the usel-le

file-system crash.

impact of a single restart on the restartable versions of fite



7. Conclusions References

“Failure is not falling down but refusing to get up.” [Altekar 2009] Gautam Altekar and lon Stoica. Odr: output-
—Chinese Proverb deterministic replay for multicore debugging. Rroceedings
of the 22nd ACM Symposium on Operating Systems Principles
Software imperfections are common and are a fact of (SOSP '07)pages 193206, Big Sky, Montana, October 2009.
life especially for c_ode that has not been W_eII tested. Even [Candea 2004] George Candea, Shinichi Kawamoto, YuichkEuij
though user-level file systems crashes are isolated from the  Greg Friedman, and Armando Fox. Microreboot — A Technique
operating system by FUSE, the reliability of individual file for Cheap Recovery. IProceedings of the 6th Symposium
systems has not necessarily improved. File systems still re  on Operating Systems Design and Implementation (OSD] '04)
main unavailable to applications after a crash. Re-FUSE em- pages 31-44, San Francisco, California, December 2004.
braces the fact that failures sometimes occur and provides gcowan 1998] Crispin Cowan, Calton Pu, Dave Maier, Heather

framework to transparently restart crashed file systems. Hinton, Jonathan Walpole, Peat Bakke, Steve Beattie, Aaron

We develop a number of new techniques to enable effi-  Grier, Perry Wagle, and Qian Zhang. StackGuard: Automatic
cient and correct user-level file system restartabilitypém- adaptive detection and prevention of buffer-overflow &sadn
ticular, request tagging allows Re-FUSE to differentiage b Proceedings of the 7th USENIX Security Symposium (Seg '98)
tween concurrently-serviced requests; system-call loggi San Antonio, Texas, January 1998.

enables Re-FUSE to track (and eventually, replay) the se-[Creo 2010] Creo. Fuse for FreeBSD. http://fuse4bsd.bigp.
quence of operations performed by a user-level file sys- 2010.

tem; non-interruptible system calls ensure that usertleve [David 2008] Francis M. David, Ellick M. Chan, Jeffrey C. Gde,
file-system threads move to a reasonable state before file sys and Roy H. Campbell. CuriOS: Improving Reliability through
tem recovery begins. Through experiments, we demonstrate Operating System Structure. Rroceedings of the 8th Sympo-
that our techniques are reasonable in their performanae ove  Sium on Operating Systems Design and Implementation (OSDI
heads and effective at detection and recovery from a certain '98), San Diego, California, December 2008.

class of faults. [Ganger 2010] Greg Ganger. File System Virtual Machines.
In the future, much work can be done to enhance Re- http://www.pdl.cmu.edu/FSVA/index.shtml, 2010.

FUSE. More file systems can be ported to use it, and more[GNU 2010] GNU. The GNU Project Debugger.

experience with the real pitfalls of running a file system http://www.gnu.org/software/gdb, 2010.

within such a framework can be obtained. It is unlikely [Google Code 2010] Google Code. MacFUSE.

developers will ever build the “perfect” file system; Re- http://code.google.com/p/macfuse/, 2010.

FUSE presents one way to tolerate these imperfections. [Gray 1987] Jim Gray. Why Do Computers Stop and What Can We
Acknowledgments Do About It? In6th International Conference on Reliability and

We thank the anonymous reviewers and Steve Gribble Distributed Databaseslune 1987. . .
(our shepherd) for their feedback and comments, which have[Hagmann 1987] Robert Hagmann. Reimplementing the Cedar
substantially improved the content and presentation af thi File System Using Logging and Group Cgmmﬂ.Flmceedu_wgs_
paper. We also thank Sriram Subramanian, Ashok Anand of the 11th ACM Symposium on Operating Systems Principles
Lo . ! .’ (SOSP '87)Austin, Texas, November 1987.
Sankaralingam Panneerselvam, Mohit Saxena, and Asim .( YA .' X v . )
Kadav for their comments on earlier drafts of the paper. [Hitz 1994] Dave Hitz, James Lau, and Michael Malcolm. FijsS
. ) tem Design for an NFS File Server Appliance.Rroceedings of
This material is based upon work supported by the Na- | ) .
tional Science Foundation u&der the foII(F))vF\)/ing grar):tS' CCF- the USENIX Winter Technical Conference (USENIX Winter,'94)
’ San Francisco, California, January 1994.
0621487, CNS-0509474, CNS-0834392, CCF-0811697, [Katcher 1997] Jeffrey Katch Pry Mark: A New File Svst
_ _ _|Katcher effrey Katcner. ostiviark: ew rle system
S;E:féi?ngs'eaii gggggggélzs well as by generous do Benchmark. Technical Report TR-3022, Network Appliance
- S ) . Inc., October 1997.
Any opinions, findings, and conclusions or recommenda- _ _ _ _
tions expressed in this material are those of the authors and/€iman 1986] Steve R. Kleiman. Vnodes: An Architecture fo

. . . : Multiple File System Types in Sun UNIX. IRroceedings of the
do not n_ecessarlly re_fle(_:t the views of the National Science USENIX Summer Technical Conference (USENIX Summer '86)
Foundation or other institutions.

pages 238-247, Atlanta, Georgia, June 1986.

[Lu 2008] Shan Lu, Soyeon Park, Eunsoo Seo, and Yuanyuan
Zhou. Learning from Mistakes — A Comprehensive Study on
Real World Concurrency Bug Characteristics. Rroceedings
of the 13th International Conference on Architectural Sompp
for Programming Languages and Operating Systems (ASPLOS
XIll), Seattle, Washington, March 2008.

[Necula 2005] George C. Necula, Jeremy Condit, Matthew Har-
ren, Scott McPeak, and Westley Weimer. CCured: Type-Safe



Retrofitting of Legacy Software.ACM Transactions on Pro-
gramming Languages and Syste@8(3), May 2005.

[Nethercote 2007] Nicholas Nethercote and Julian Sewardl- V
grind: a framework for heavyweight dynamic binary instrume
tation. SIGPLAN Not.42(6):89-100, 2007. ISSN 0362-1340.

[Open Solaris 2010] Open Solaris.
http://hub.opensolaris.org/bin/view/Project+fusé€)1a.

[Qin 2005] Feng Qin, Joseph Tucek, Jagadeesan Sundareshn, a
Yuanyuan Zhou. Rx: Treating Bugs As Allergies. Pnoceed-
ings of the 20th ACM Symposium on Operating Systems Princi-
ples (SOSP '05)Brighton, United Kingdom, October 2005.

[Rajgarhia 2010] Aditya Rajgarhia and Ashish Gehani. PRerfo
mance and extension of user space file systemsSAG '10:
Proceedings of the 2010 ACM Symposium on Applied Comput-
ing, pages 206—213, New York, NY, USA, 2010. ACM.

[Sourceforge 2010a] Sourceforge. AVFS: A Virtual Filegrst
http://sourceforge.net/projects/avf/, 2010.

[Sourceforge 2010b] Sourceforge. File systems using FUSE
http://sourceforge.net/apps/mediawiki/fuse/indepiile=Fil-
eSystems, 2010.

[Sourceforge 2010c] Sourceforge.
http://www.openssh.com/, 2010.

[Sundararaman 2010] Swaminathan Sundararaman, Sriram Sub
ramanian, Abhishek Rajimwale, Andrea C. Arpaci-Dusseau,
Remzi H. Arpaci-Dusseau, and Michael M. Swift. Membrane:
Operating System Support for Restartable File SystemBrdn
ceedings of the 8th USENIX Symposium on File and Storage
Technologies (FAST '10pan Jose, California, February 2010.

[Sweeney 1996] Adan Sweeney, Doug Doucette, Wei Hu, Curtis
Anderson, Mike Nishimoto, and Geoff Peck. Scalability ie th
XFS File System. IfProceedings of the USENIX Annual Tech-
nical Conference (USENIX '96Fan Diego, California, January
1996.

OpenSSH.

[Wikipedia 2010] Wikipedia.

[Swift 2003] Michael M. Swift, Brian N. Bershad, and Henry M.

Levy. Improving the Reliability of Commodity Operating Sys

tems. InProceedings of the 19th ACM Symposium on Operating

Systems Principles (SOSP '0Bplton Landing, New York, Oc-

tober 2003.
Fuse on Solaris. [Swift 2004] Michael M. Swift, Brian N. Bershad, and Henry M.

Levy. Recovering device drivers. IRroceedings of the 6th
Symposium on Operating Systems Design and Implementation
(OSDI '04), pages 1-16, San Francisco, California, December
2004.

[Ts’o 2002] Theodore Ts'o and Stephen Tweedie. Future Direc
tions for the Ext2/3 Filesystem. IRAroceedings of the USENIX
Annual Technical Conference (FREENIX TradW{pnterey, Cal-

ifornia, June 2002.

[Vahdat 2010] Amin Vahdat. VCs loathe to fund storage sfzstu

Personal Communication, October 2010.

Filesystem in Userspace.
http://en.wikipedia.org/wiki/Filesysternm_Userspace, 2010.

' [Zadok 2000] E. Zadok and J. Nieh. FiST: A language for sthgka

file systems. IrProc. of the Annual USENIX Technical Confer-
ence pages 55-70, San Diego, CA, June 2000. USENIX Asso-
ciation.

[Zhou 2006] Feng Zhou, Jeremy Condit, Zachary Andersom lly

Bagrak, Rob Ennals, Matthew Harren, George Necula, and Eric
Brewer. SafeDrive: Safe and Recoverable Extensions Using
Language-Based Techniques.Rroceedings of the 7th Sympo-
sium on Operating Systems Design and Implementation (OSDI
'06), Seattle, Washington, November 2006.



